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Cybersecurity is never a destination.
It’s a journey we’re on together

La microsegmentazione della sicurezza informatica aziendale

Zero Trust
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Il mondo sta cambiando solutions

AN =
<N o

S

el [ E D of LI

.

2
er"a
NN ~
a O
N &
® @)
Q_&



ot Key Technology trends

s
A Gli approcci IT tradizionali sono inadeguati e questo puo impattare il successo della transizione

W

X Transizione verso il cloud e | Saas

Prima del 2023 il 60% almeno delle
aziende abbandonera la VPN in favore di
accessi network di tipo zero trust

Sfide:

Gestione dei rischi di sicurezza e di
un’esperienza utente poco soddisfacente
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g Aumento dei lavoratori remoti

'82% delle aziende consentira almeno
un parziale utilizzo dello smart working
ad una porzione consistente di impiegati

Sfide:

Rischio di esperienza utenta lenta e
slegata tra le varie sedi, il tipo di device
puo impattare sulla prodiiuttivita.
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HObbiettivo sicurezza

Rendere altamente sicuro il lavoro e un
obiettivo chiave del periodo 2022-2025

Sfide:

Lavoratori remote, BYOD & App non
autorizzate aumentano la superficie
d’attacco.
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Mancanza di
governance deij
dati

Crescita
esponenzialedi
App e dati

Punti di
accesso

: multipli
user experience

insufficiente

Traditional Perimeter
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Le Applicazioni vengono modernizzate mentre i controlli di sicurezza sono spesso usati nel solutions

? modo tradizionale

Analisi dei
problemi

03



infonet

’ VPN: I'approccio tradizionale all’accesso remoto solutions
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Rende disponibili Richiede un indirizzo
risorse di rete ed esposto; consente Dovrebbe essere usata
applicazionia lavoratori accessi a livello solo con device gestiti
remoti in location network a device di aziendalmente
distribuite utenti
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‘ Limiti piu comuni della VPN

Esperienza utente molto
variabile e inconsistente

Non si possono
monitorare le attivita
degli utenti, vulnerabili ad
attacchi di movimento
laterale
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La risposta di Citrix e 'accesso Zero Trust. solutions

Di cosa si tratta?

“Il concetto alla base dello zero trust e che i device inclusi in una rete, ad esempio | laptop, non dovrebbero essere
autorizzati di default, anche se sono connessi ad una rete gestita a livello corporate come una LAN anche se sono stati
preventivamente verificati”

Wikipedia

Verifica

continua e Minimi privilegi Monitoring e

Assessment dei di base Inspection

rischi
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https://en.wikipedia.org/wiki/Zero_trust_networks
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Simple 2 Factor Authentication with Native OTP solutions

Never Trusting, Always Verifying

=

ACCESS

ZERO
TRUST

&f,

NETWORK

USER

Citrix Definition:

* Collective approach — no point products
* Single dashboard, consistent user profile across all apps, network and data
e Centrally managed, continuous evaluation and enforcement across devices,

networks, applications and data

* |Increase Trust & Reduce Risks
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Citrix Secure Workspace Access solutions
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Introducing Secure Workspace Access — !?ﬁﬂ'.‘ﬁ,‘é

‘ Zero Trust for all apps

Web, virtual & traditional
in a datacenter

- I .
XJIRA Contextual access (ex: device

N Confluwanoe
g= g compliance, location) with
multi-factor authentication

VPN-less access to on-
prem resources

Location Web & virtual apps
on public cloud®
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Web Filtering and Browser End-points Saas apps -~ Zero Trust access usage analytics for Saa
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Isolation to protect from
unsanctioned apps
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Citrix Secure Workspace Access solutions

&

Workspace

Primary username, password User generates one time password User has secured access within
and token token and enters for access Citrix Workspace
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Workspace

Aie

Enhanced
Security OFF

=

Enhanced
Security ON

Open in standard browser

citrix
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End-user experience with Workspace App

>

Redirect

infonet

solutions

1

Secure Browser Service



#» End-user experience with Workspace App !,Ic?ﬁotpoents

: .. Restrict Cut/Paste : v
Restrict navigation / Restrict printing

ER Dashbcard - Dashbosed - Humanity - 0 X

Message inbox 30 Trial days Romadning, Subscribe Now
Welcome to Humanity! Message Wall m

Hi Max Powers, 1 Max Powers

My name is Mike Flake, I'm a scheduling specialist at 'ﬁ{.‘lnmny | can haip you dscover if Humanity
i the right fit for your business and getting your account setup. | locok forward to hearing from you! Free Stuff

Restrict downloads e g troen ASternack

Expeess Yourselft

1 Max Powers

Brand Your Account! .
I need a job
Time Clock
1 Max Powers
Aug 27, 2018 - 2:32pm $ld

-
Restrict keylogging Website filtering

Restrict screen capture
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Citrix Analytics-
How it works with SWA
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Spans
Solution Areas

Spans
‘Analytics’ Types

Spans
Citrix Portfolio

What is Citrix Analytics?

Citrix Analytics
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3600 Workspace Visibility with Citrix Analytics
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/ Citrix

Workspace

User Behaviors
& Categories

ML Modeling, Profiles
& Risk Scores

Saas Apps

Mobile Apps Q
Virtual Apps @:ﬁ\
Content @ i
DE‘JiEES

Networks

\Partner Ecosystem

Content

Network

Risk Meter

Notifications \

& Policy Control

High

|

IActiunabIE and automated with machine learning algorithms




3600 Workspace Visibility with Citrix Analytics
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Analytics dashboard

* Users accessing malicious & risky
websites

 Uploads/ downloads to malicious
& risky websites

 Historical views by user and
website access

Analytics dashboard
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Risk Indicators

Citrix Cloud J S James William

James Willl
8 Lindalee At
Risk Scare Timeline atl2howrs v Fiter Potential Data Exfittration (O : :
IR v m Linda Lee | := Audit Log
Tinlay WHAT HAPPENED
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Zero Trust
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La microsegmentazione della sicurezza informatica aziendale

Secure
Workspace
Access

Endpoint
Management

Consistent
security policy
accross legacy &

web app

Restrict access
by non-
compliant
devices

Isolate Business
Critical
Applications

Single-Sign-0On
to Web and
legacy App

Continuous Risk

Assessment &
Automated
actions

Virtual Apps
and Desktops

Restric access to
a list of available
applications

Eliminate
corporate
trusted
Network, VPN,
Wifi access

Secure
Internet
Access

Apply advanced
malware
protection to
remote employee

App
Protection
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Y Additional Services Infonet Solutions Service Operation solutions

La struttura della Service Operation di Infonet Solutions € organizzata secondo il concetto delle Rooms.

Le Rooms sono le Services Unit Operative composte da personale specializzato in grado di erogare il servizio 7x24 in
modalita Follow the Sun.

Control Security Governance
Room Room Room

Delivery
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Sede Legale Headquarters

Via Einaudi 23 Via Garibaldi 3

ZI Pieve di Curtarolo (PD) 35010 Curtarolo, Padova
tel +39 049 9620572 tel +39 049 9620572
www.infonetsolutions.it www.infonetsolutions.it

'®infonet 365

Via Trieste, 205
34079 Staranzano (GO)

www.infonet365.it

infonet
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[OF ILLINOIS LLC |

4320 Winfield Road — Suite200
Warrenville IL, 60555

www.infonetsolutionsgroup.us

Infonet
Solutions NZ

Business Innovation

44 — 46 Constellation Drive
Rosedale, Auckland, 0632

www.infonetsolutions.co.nz
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